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Chairwoman Lee, Ranking Member Banks, and Members of the House Committee on 
Veterans’ Affairs Subcommittee on Technology and Modernization (Subcommittee), 
thank you for the opportunity to testify today.   

My name is Tina Grande. I am Executive Vice President of Policy of the Healthcare 
Leadership Council (HLC) and Chair of the Confidentiality Coalition (Coalition).  
 
HLC is a coalition of chief executives representing all disciplines within American 
healthcare, including hospitals, academic health centers, health plans, pharmaceutical 
companies, medical device manufacturers, laboratories, biotech firms, health product 
distributors, post-acute care providers, home care providers, and information technology 
companies. It is the exclusive forum for the nation’s healthcare leaders to jointly develop 
policies, plans, and programs to achieve their vision of a 21st century healthcare system 
that makes affordable high-quality care accessible to all Americans.   
   
The Confidentiality Coalition, founded to advance effective patient confidentiality 
protections, is composed of a broad group of hospitals, medical teaching colleges, 
health plans, pharmaceutical companies, medical device manufacturers, vendors of 
electronic health records, biotech firms, employers, health product distributors, 
pharmacies, pharmacy benefit managers, health information and research 
organizations, patient groups, and others. The Coalition’s mission is to advocate for 
policies and practices that safeguard the privacy of patients and healthcare consumers 
while, at the same time, enabling the essential flow of patient information that is critical 
to the timely and effective delivery of healthcare, improvements in quality and safety, 
and the development of new lifesaving and life-enhancing medical interventions. I have 
attached to my testimony information about the Coalition, HLC and the membership of 
each. 
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Through the breadth and diversity of our membership, HLC and the Coalition are able to 
provide a broad-based and nuanced perspective on any legislation or regulation 
affecting the privacy and security of health consumers. We work closely with key 
legislators and regulators to help strike the right balance between protecting privacy and 
allowing the appropriate sharing of health information to ensure safe, high-quality, and 
coordinated healthcare. 
 
We understand that the Subcommittee is examining how the Department of Veterans 
Affairs (VA) manages veteran’s data, including interoperability, privacy and security 
issues, in light of the challenges posed by changes in technology and the increasing 
monetization of data. 
 
This examination is especially timely as new technologies are being marketed every day 
that allow for not only the generation of new data not previously available, but the ability 
to transmit and share data more easily, and to use it for purposes as varied as targeted 
advertising to developing artificial intelligence (AI) tools for the early detection of cancer 
and other debilitating diseases. For every promising health information technological 
development there is the risk of its misuse, and as the value of data increases, so does 
the incentive to misappropriate it. The more consumers are able to control and direct 
the sharing of their health data, the greater the likelihood of the data finding its way into 
the hands of third parties not committed or bound to protect it. 
 
The Coalition’s members having been grappling with these same challenges as they 
seek to use data to improve healthcare outcomes, quality and efficiencies, and to 
facilitate data sharing among patients, healthcare providers and other healthcare 
organization. Congress too, through the 21st Century Cures Act, has sought to address 
some of these challenges by directing the Department of Health and Human Services 
(HHS) to implement regulations to advance interoperability, support patient access to 
their electronic health records, and eliminate information blocking. 
 
While these steps are laudable and essential, there remains the glaring oddity in our 
current health data regulatory scheme that certain health data is subject to robust 
federal privacy protections while other health data is not. As long as this disparate 
treatment exists, the challenges faced by an organization such as the VA to manage 
health data in a way that harnesses new technological innovations while maintaining the 
privacy and security of all this data will remain formidable, if not insurmountable.  
 
My testimony, therefore, focuses on how this regulatory gap should be addressed, and 
the principles that we believe the Subcommittee and others in Congress should 
consider in seeking to ensure that all consumer health data is appropriately protected 
while at the same time being available as seamlessly as possible for necessary 
healthcare functions and activities. 
 
Health data that is governed by the Health Insurance Portability and Accountability Act 
(HIPAA), including data held by VA covered entities, is protected by a framework that 
has for over 20 years provided individuals with strong privacy rights and protections. 
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HIPAA’s well-established rules and guidance, together with its robust and consistent 
enforcement by HHS, has made it a trusted and accepted national standard for the 
protection of personal health information. It has also provided HIPAA covered entities 
and their business associates with a clearly delineated framework and parameters 
within which to operate. Therefore, any approach to health data privacy should preserve 
the existing HIPAA framework, and new legislation should apply only to health data not 
governed by HIPAA.  
 
We support the development of new health information technologies, whether at the 
consumer level in the form of mobile health apps and wearable devices, or at the 
enterprise level, such as sophisticated new tools that aggregate and analyze vast 
quantities of data that can transform healthcare. These new innovations in health 
information technology are not only empowering consumers to be more engaged in 
managing their health outside of traditional healthcare settings, but are enabling 
healthcare organizations to develop new treatments and cures that will deliver 
enormous benefits to patients and greatly improve our healthcare system. 
 
These innovations have also resulted in more and more health data falling outside the 
protections of HIPAA. This will be the case when the technology or services are not 
offered by or on behalf of a HIPAA covered entity, but rather, by developers or 
technology companies directly to the consumer. For example, a consumer may 
download a third party app to their smartphone that tracks diet, exercise and weight, 
and uses the app to send a summary report to their doctor before their next 
appointment. As long as the doctor did not hire the app developer to provide its services 
to the doctor’s patients, the data in the app is not protected by HIPAA, even if the app is 
recommended by the patient’s doctor.1  
 
Today, consumers may not fully appreciate which of their health data is collected by an 
entity subject to HIPAA, and so protected by HIPAA, and which is not. To the extent 
personal health information is not already covered by HIPAA (“non-HIPAA health data”), 
privacy and security rules comparable to HIPAA should apply to it. This is not only vital 
to maintain consumer trust, but also necessary to honor the rightful expectations of all 
consumers that their health information, among the most sensitive of personal 
information, is appropriately safeguarded, and that they may exercise the same types of 
privacy rights with respect to it as they enjoy with respect to data covered by HIPAA. As 
the Subcommittee continues to assess the management of veterans’ health data, we 
are pleased to share the Confidentiality Coalition’s “Beyond HIPAA” Privacy Principles 
that outline our views on the protection of non-HIPAA health data. A copy of these 
principles is attached to my testimony. 
 

 
1 See The Department of Health and Human Services Office of Civil Rights Guidance documents, Health App Use Scenarios & 

HIPPA. February 2016 (“Developer is not creating, receiving, maintaining or transmitting protected health information (PHI) on 
behalf of a covered entity or another business associate. The doctor’s recommendation implies her trust in the app, but there is no 
indication that the doctor hired the app developer to provide services to patients involving the handling of PHI. The consumer’s use 
of an app to transmit data to a covered entity does not by itself make the app developer a [business associate] of the covered 
entity.”) 
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The Coalition believes that any federal legislation to protect non-HIPAA health data 
should do so in a manner that harmonizes with the existing HIPAA framework. This 
includes HIPAA’s implied consent for the use and disclosure of health information for 
treatment purposes, and minimum necessary information for payment and health care 
operation purposes. It also includes the requirement to obtain an individual’s written 
authorization to use or disclose their protected health information (PHI) for marketing 
purposes or to sell their PHI. HIPAA authorizations put individuals on notice that, once 
disclosed, their data may no longer be protected by HIPAA. They also require HIPAA 
covered entities to be transparent and disclose if their marketing communications are 
funded by the entity whose product or services are being marketed. In addition, covered 
entities are required to provide individuals with a notice of privacy practices that 
describes the entity’s privacy practices, the purposes for which it uses and discloses 
PHI, and the individual’s privacy rights and how to exercise those rights. This 
transparency is an important protection that is particularly relevant as businesses seek 
to monetize health data.  
 
At the same time, the HIPAA framework recognizes that health information is not a 
commodity, the flow of which is determined by the highest bidder. Great care was taken 
when establishing the HIPAA framework to balance various competing interests -- the 
privacy rights of the individual, the public interest served, the need for information to be 
used for essential health activities consistent with consumer expectations, and the 
burden on covered entities – and HHS repeatedly cited this balancing approach when it 
first issued its Privacy Rule2 and in subsequent modifications to it. This same approach 
should be taken in addressing non-HIPAA health data.  
 
Harmonization, including alignment with HIPAA concepts, definitions and standards, is 
critical to provide consumers with the assurance of consistent protection of all their 
health information, and to ensure the appropriate exchange of health information by 
health organizations, whether covered by HIPAA or not, is not impeded. For example, 
even as seemingly technical an issue as the definition of de-identified data could have 
potentially major ramifications if the HIPAA definition is not used. This is because data 
that is considered de-identified under HIPAA may not be considered de-identified under 
a new law and so potentially not covered by it. The unintended consequence of this is 
that it could seriously and adversely impact the ability of healthcare organizations to 
aggregate and share health data for important public policy purposes such as 
developing evidence-based standards, quality metrics and standards, medical research, 
and management of healthcare delivery, to name only a few.  
 
The same can be said for other HIPAA definitions and concepts, including permissible 
uses and disclosures without explicit authorization, the requirement to be transparent 

 
2 See, for example, 65 Fed. Reg. 82462 (December 28, 2000) at 82464 (“The rule seeks to balance the needs of the individual with 
the needs of the society”); 82468 (“The task of society and its government is to create a balance in which the individual’s needs and 
rights are balanced against the needs and rights of society as a whole”); 82471(“Neither privacy, nor the important social goals 
described by the commenters, are absolutes. In this regulation, we are asking health providers and institutions to add privacy into 
the balance, and we are asking individuals to add social goals into the balance”); and 82472(“ The need to balance these competing 
interests—the necessity of protecting privacy and the public interest in using identifiable health information for vital public and 
private purposes—in a way that is also workable for the varied stakeholders causes much of the complexity in the rule”). 
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about uses and disclosures in the form of a notice of privacy practices, and the right of 
individuals to access and receive portable copies of their electronic health records, 
among other things.  Aligning any new legislation to govern non-HIPAA health data with 
the HIPAA definitions and requirements will also provide consumers with a more 
coherent and seamless privacy framework, allowing them to more easily understand 
how their health data is protected and exercise their privacy rights.  
 
Equally important, security safeguards should be commensurate with the safeguards 
required by the HIPAA privacy and security standards. These require reasonable and 
appropriate administrative, technical, and physical safeguards to protect the 
confidentiality of all protected health information, and the integrity and availability of 
electronic health information. Like the HIPAA Security Rule, any security standard 
should be technology neutral, scalable, and allow for a flexible risk-based approach. 
Robust security requirements for non-HIPAA health data are critical not only for large 
and sophisticated businesses that collect vast amounts of data, but also for smaller 
companies and start-ups developing new products and services, which should be 
incorporating security-by-design practices in their product development process. 
Whether their personal health data is covered by HIPAA or not, consumers should know 
that those to whom they entrust this data will keep it secure in accordance with well-
vetted and accepted national security standards.  

The Coalition strongly supports efforts to increase interoperability to facilitate the 
appropriate sharing of health data among healthcare organizations, as well as the 
access and availability of electronic health records to consumers themselves. This is 
another reason to ensure harmonization between laws governing PHI and non-HIPAA 
health data and to have national standards for health information privacy and security. 
The great promise of interoperability – using technology to engage patients, deliver 
meaningful insights to help in the identification and diagnosis of disease, and guide 
treatment decisions - depends on the ability to appropriately share health data among 
HIPAA covered entities and others for these purposes. This promise cannot come to 
fruition if these organizations are subject to, and constrained by, different standards that 
do not align or, potentially even conflict, with one another. This has proven to be a 
challenge for the appropriate sharing of patient substance use disorder information. The 
investment of effort at the outset when crafting legislation so as to avoid this type of 
misalignment will yield significant dividends in the form of improved healthcare 
outcomes and quality of care, not to mention a more seamless and workable privacy 
framework for veterans, healthcare organizations and service providers. This is 
particularly pertinent today as the Administration seeks to execute on the requirements 
of the 21st Century Cures Act to improve health information interoperability with the goal 
of promoting greater data sharing among patients, healthcare providers, payers, 
researchers, and other healthcare entities. As the Office of the National Coordinator of 
Health Information Technology stated in its recently released draft 2020-2025 Federal 
Health IT Strategic Plan:  

[N]ew technologies, along with existing claims and EHR data, mean that the volume of 
health and health-related data being generated and available for improving care quality 
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has never been greater. Collecting, organizing, analyzing, interpreting, and applying this 
“big data” to clinical decision making is both a challenge and a significant opportunity.3 

For the same reasons, as healthcare organizations make the transition to a nationwide, 
interoperable system of electronic health information, we believe it is essential to 
replace the current mosaic of sometimes conflicting state privacy laws, rules, and 
guidelines with strong, comprehensive national standards.  

In closing, the HLC and Coalition commend the Subcommittee for seeking to address 
the challenges faced by the VA in managing veterans’ health data in a world where the 
value of this data has never been greater, the risks posed to it more serious, or the 
opportunities for its beneficial use more abundant. We believe a balanced approach, 
compatible with and modeled upon the existing HIPAA framework, and that provides 
protections for non-HIPAA health data similar to that provided for PHI under HIPAA, is 
the best way to address these challenges and provide a comprehensive, consistent and 
transparent health information privacy framework for the health data of those in service 
and beyond. 

Attachments 

 
3 See The Department of Health and Human Services Office of the National Coordinator of Health Information Technology 

document, 2020-2025 Federal Health IT Strategic Plan. January 2020 
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February 2020 
Office for Civil Rights, U.S. Department of Health and Human Services 
BULLETIN:  HIPAA Privacy and Novel Coronavirus 

 
 

 

In light of the Novel Coronavirus (2019-nCoV) outbreak, the Office for Civil Rights (OCR) at the U.S. 
Department of Health and Human Services (HHS) is providing this bulletin to ensure that HIPAA covered 
entities and their business associates are aware of the ways that patient information may be shared 
under the HIPAA Privacy Rule in an outbreak of infectious disease or other emergency situation, and to 
serve as a reminder that the protections of the Privacy Rule are not set aside during an emergency. 

 
The HIPAA Privacy Rule protects the privacy of patients’ health information (protected health 
information) but is balanced to ensure that appropriate uses and disclosures of the information still may 
be made when necessary to treat a patient, to protect the nation’s public health, and for other critical 
purposes. 
 
The U.S. Centers for Disease Control and Prevention (CDC) has advised: if you were in China within the 
past 14 days and feel sick with fever, cough, or difficulty breathing, you should get medical care. Call 
the office of your health care provider before you go and tell them about your travel and your 
symptoms. They will give you instructions on how to get care without exposing other people to your 
illness. While sick, avoid contact with people, don’t go out and delay any travel to reduce the 
possibility of spreading illness to others. More information from the CDC available at: 
https://www.cdc.gov/coronavirus/2019-ncov/downloads/2019-ncov-factsheet.pdf. 
 
Sharing Patient Information 

 

Treatment  Under the Privacy Rule, covered entities may disclose, without a patient’s authorization, 
protected health information about the patient as necessary to treat the patient or to treat a different 
patient. Treatment includes the coordination or management of health care and related services by one 
or more health care providers and others, consultation between providers, and the referral of patients 
for treatment. See 45 CFR §§ 164.502(a)(1)(ii), 164.506(c), and the definition of “treatment” at 164.501. 

 
Public Health Activities  The HIPAA Privacy Rule recognizes the legitimate need for public health 
authorities and others responsible for ensuring public health and safety to have access to protected 
health information that is necessary to carry out their public health mission. Therefore, the Privacy Rule 
permits covered entities to disclose needed protected health information without individual 
authorization: 

 To a public health authority, such as the CDC or a state or local health department, that is 
authorized by law to collect or receive such information for the purpose of preventing or 
controlling disease, injury or disability. This would include, for example, the reporting of 
disease or injury; reporting vital events, such as births or deaths; and conducting public health 
surveillance, investigations, or interventions. A “public health authority” is an agency or 
authority of the United States government, a State, a territory, a political subdivision of a State 
or territory, or Indian tribe that is responsible for public health matters as part of its official 
mandate, as well as a person or entity acting under a grant of authority from, or under a 
contract with, a public health agency. See 45 CFR §§ 164.501 and 164.512(b)(1)(i).  For 
example, a covered entity may disclose to the CDC protected health information on an ongoing 
basis as needed to report all prior and prospective cases of patients exposed to or suspected 
or confirmed to have Novel Coronavirus (2019-nCoV). 
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 At the direction of a public health authority, to a foreign government agency that is acting in 
collaboration with the public health authority. See 45 CFR 164.512(b)(1)(i). 

 To persons at risk of contracting or spreading a disease or condition if other law, such as state 
law, authorizes the covered entity to notify such persons as necessary to prevent or control 
the spread of the disease or otherwise to carry out public health interventions or 
investigations. See 45 CFR 164.512(b)(1)(iv). 

 
Disclosures to Family, Friends, and Others Involved in an Individual’s Care and for Notification  A 
covered entity may share protected health information with a patient’s family members, relatives, 
friends, or other persons identified by the patient as involved in the patient’s care.  A covered entity also 
may share information about a patient as necessary to identify, locate, and notify family members, 
guardians, or anyone else responsible for the patient’s care, of the patient’s location, general condition, 
or death. This may include, where necessary to notify family members and others, the police, the press, 
or the public at large.  See 45 CFR 164.510(b). 

 The covered entity should get verbal permission from individuals or otherwise be able to 
reasonably infer that the patient does not object, when possible; if the individual is 
incapacitated or not available, covered entities may share information for these purposes if, in 
their professional judgment, doing so is in the patient’s best interest. 

 For patients who are unconscious or incapacitated: A health care provider may share relevant 
information about the patient with family, friends, or others involved in the patient’s care or 
payment for care, if the health care provider determines, based on professional judgment, that 
doing so is in the best interests of the patient.  For example, a provider may determine that it 
is in the best interests of an elderly patient to share relevant information with the patient’s 
adult child, but generally could not share unrelated information about the patient’s medical 
history without permission.   

 In addition, a covered entity may share protected health information with disaster relief 
organizations that, like the American Red Cross, are authorized by law or by their charters to 
assist in disaster relief efforts, for the purpose of coordinating the notification of family 
members or other persons involved in the patient’s care, of the patient’s location, general 
condition, or death.  It is unnecessary to obtain a patient’s permission to share the information 
in this situation if doing so would interfere with the organization’s ability to respond to the 
emergency. 

 
Disclosures to Prevent a Serious and Imminent Threat  Health care providers may share patient 
information with anyone as necessary to prevent or lessen a serious and imminent threat to the 
health and safety of a person or the public – consistent with applicable law (such as state statutes, 
regulations, or case law) and the provider’s standards of ethical conduct. See 45 CFR 164.512(j).  
Thus, providers may disclose a patient’s health information to anyone who is in a position to prevent 
or lesson the serious and imminent threat, including family, friends, caregivers, and law enforcement 
without a patient’s permission. HIPAA expressly defers to the professional judgment of health 
professionals in making determinations about the nature and severity of the threat to health and 
safety.  See 45 CFR 164.512(j). 

 
Disclosures to the Media or Others Not Involved in the Care of the Patient/Notification In general, 
except in the limited circumstances described elsewhere in this Bulletin, affirmative reporting to the 
media or the public at large about an identifiable patient, or the disclosure to the public or media of 
specific information about treatment of an identifiable patient, such as specific tests, test results or 
details of a patient’s illness, may not be done without the patient’s written authorization (or the written 
authorization of a personal representative who is a person legally authorized to make health care 
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decisions for the patient). See 45 CFR 164.508 for the requirements for a HIPAA authorization. Where a 
patient has not objected to or restricted the release of protected health information, a covered hospital 
or other health care facility may, upon request, disclose information about a particular patient by name, 
may release limited facility directory information to acknowledge an individual is a patient at the facility, 
and may provide basic information about the patient’s condition in general terms (e.g., critical or stable, 
deceased, or treated and released). Covered entities may also disclose information if the patient is 
incapacitated, and if the disclosure is believed to be in the best interest of the patient and consistent with 
any prior expressed preferences of the patient. See 45 CFR 164.510(a).  

 
Minimum Necessary  For most disclosures, a covered entity must make reasonable efforts to limit the 
information disclosed to that which is the “minimum necessary” to accomplish the purpose. (Minimum 
necessary requirements do not apply to disclosures to health care providers for treatment purposes.) 
Covered entities may rely on representations from a public health authority or other public official that the 
requested information is the minimum necessary for the purpose, when that reliance is reasonable under 
the circumstances. For example, a covered entity may rely on representations from the CDC that the 
protected health information requested by the CDC about all patients exposed to or suspected or 
confirmed to have Novel Coronavirus (2019-nCoV) is the minimum necessary for the public health purpose.  
In addition, internally, covered entities should continue to apply their role-based access policies to limit 
access to protected health information to only those workforce members who need it to carry out their 
duties. See 45 CFR §§ 164.502(b), 164.514(d). 
 
Safeguarding Patient Information 
 

In an emergency situation, covered entities must continue to implement reasonable safeguards to 
protect patient information against intentional or unintentional impermissible uses and disclosures. 
Further, covered entities (and their business associates) must apply the administrative, physical, and 
technical safeguards of the HIPAA Security Rule to electronic protected health information. 
 

HIPAA Applies Only to Covered Entities and Business Associates  

 

The HIPAA Privacy Rule applies to disclosures made by employees, volunteers, and other members of a 
covered entity’s or business associate’s workforce. Covered entities are health plans, health care 
clearinghouses, and those health care providers that conduct one or more covered health care 
transactions electronically, such as transmitting health care claims to a health plan. Business associates 
generally are persons or entities (other than members of the workforce of a covered entity) that perform 
functions or activities on behalf of, or provide certain services to, a covered entity that involve creating, 
receiving, maintaining, or transmitting protected health information. Business associates also include 
subcontractors that create, receive, maintain, or transmit protected health information on behalf of 
another business associate.  The Privacy Rule does not apply to disclosures made by entities or other 
persons who are not covered entities or business associates (although such persons or entities are free to 
follow the standards on a voluntary basis if desired). There may be other state or federal rules that apply. 

 
Business Associates  A business associate of a covered entity (including a business associate that is a 
subcontractor) may make disclosures permitted by the Privacy Rule, such as to a public health authority, 
on behalf of a covered entity or another business associate to the extent authorized by its business 
associate agreement. 
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Other Resources 
 

For more information on HIPAA and Public Health, please visit:   
https://www.hhs.gov/hipaa/for-professionals/special-topics/public-health/index.html 

 

For more information on HIPAA and Emergency Preparedness, Planning, and Response, please 
visit:  https://www.hhs.gov/hipaa/for-professionals/special-topics/emergency-
preparedness/index.html 

 

General information on understanding the HIPAA Privacy Rule may be found at:  
https://www.hhs.gov/hipaa/for-professionals/privacy/index.html 

 

For information regarding how Federal civil rights laws apply in an emergency, please visit: 

https://www.hhs.gov/civil-rights/for-individuals/special-topics/emergency-
preparedness/index.html 
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CA Attorney General Updates CCPA
Proposed Regulations

Article By
Joseph J. Lazzarotti
Jason C. Gavejian
Jackson Lewis P.C.
Workplace Privacy Blog

Communications, Media & Internet
Corporate & Business Organizations

California

Monday, February 10, 2020

Many businesses and their service providers have been awaiting final guidance from
the California Attorney General concerning the California Consumer Privacy
Act (CCPA). When news came last Friday of a regulatory update (“Update”), there
may have been some initial disappointment that the Update did not announce final
regulations, but only revisions to existing proposed regulations issued last year and
a new comment period (ending February 24, instructions to submit comments here).
However, while final regulations are sti l l  sometime away, initial disappointment
may be softened by some of the Update’s revisions.

Based on our initial review of the Update, below are some key changes to the
proposed regulations:

The Update would add guidance for interpreting defined terms under the CCPA.
Specifically, the Update clarifies that determining whether information is
“personal information” depends on whether the business maintains the
information in a manner that “identifies, relates to, describes, is reasonably
capable of being associated with, or could be reasonably l inked, directly or

1
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indirectly, with a particular consumer or household.” This guidance and the
example provided below would address concerns many have regarding
information businesses collect online.

For example, if a business collects the IP addresses of visitors to its
website but does not l ink the IP address to any particular consumer or
household, and could not reasonably l ink the IP address with a particular
consumer or household, then the IP address would not be “personal
information.”

The proposed regulations confirmed the requirement for online notices to be
accessible, but the Update would require generally recognized industry
standards be followed, such as the Web Content Accessibil ity Guidelines,
version 2.1 of June 5, 2018, from the World Wide Consortium.

The proposed regulations provided businesses could not use personal
information for “any purpose other than disclosed in the notice at collection.”
The Update would establish a less strict standard – “a purpose materially
different than disclosed in the notice at collection.”

With regard to the contents of the notice at collection, the proposed
regulations required (i) a l ist of the categories of personal information to be
collected, and (i i) for each category, the business or commercial purposes for
which it wil l  be used. The Update would remove the requirement to l ist the
purposes of use for each category. In other words, it appears it would be
sufficient to l ist the business or commercial purposes for using all  of the
categories of personal information, not each one individually. This change
would significantly simplify the notice at collection, and would be extended to
the privacy policy as well.

With regard to notices at collection for employment-related data, a “Do Not Sell
My Personal Information” l ink would not be required. Additionally, the notice
could l ink to the business’s privacy policies for employees, applicants, etc.,
rather than consumers.

The Update provides for an optional “Opt-Out Button.”

Proposed regulations required a two-step process for online requests to delete
personal information. The Update would make that two-step process optional.

With regard to the general requirement to make two or more designated
methods available for submitting requests to know, the Update would relax the
specific methods. At least one sti l l  must be a toll-free number. However, for
website operators, the second need not be an interactive webform and could be
an email address.

The Update also tweaks the timing of certain notice requirements. For example,
when confirming receipt of a request to delete or a right to know, the business
would have 10 business days, while responses to such requests generally would
be due in 45 calendar

2
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Under the Update, a business would not be required to search for personal
information in response to a request to know if the business: (i) does not
maintain personal information in a searchable or reasonable accessible format,
(i i) maintains the personal information only for legal or compliance purposes,
(i i i) does not sell  the information or use it for a commercial purpose, and (iv)
describes to the consumer the categories of records not searched because it
satisfied the three conditions above.

The Update would clarify that service providers that receive requests to know or
to delete either can respond on behalf of the business or inform the consumer
that it cannot act on the request because it is a service provider.

Businesses sti l l  need to monitor the development of CCPA regulation, but the Update
would seem to provide some clarity and/or relief on some points. Also, there is a new
opportunity to voice concerns and pose questions concerning the guidance thus far.

Jackson Lewis P.C. © 2020 

Source URL: https://www.natlawreview.com/article/ca-attorney-general-updates-
ccpa-proposed-regulations
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Executive Summary 

For more than two decades, the Internet and associated information technologies have driven 
unprecedented innovation, economic value, and improvement in social services. Many of these benefits 
are fueled by data about individuals that flow through a complex ecosystem. As a result, individuals may 
not be able to understand the potential consequences for their privacy as they interact with systems, 
products, and services. At the same time, organizations may not realize the full extent of these 
consequences for individuals, for society, or for their enterprises, which can affect their brands, their 
bottom lines, and their future prospects for growth. 

Following a transparent, consensus-based process including both private and public stakeholders to 
produce this voluntary tool, the National Institute of Standards and Technology (NIST) is publishing this  
Privacy Framework: A Tool for Improving Privacy through Enterprise Risk Management (Privacy 
Framework), to enable better privacy engineering practices that support privacy by design concepts and 
help organizations protect individuals’ privacy. The Privacy Framework can support organizations in: 

• Building customers’ trust by supporting ethical decision-making in product and service design or 
deployment that optimizes beneficial uses of data while minimizing adverse consequences for 
individuals’ privacy and society as a whole;1 

• Fulfilling current compliance obligations, as well as future-proofing products and services to 
meet these obligations in a changing technological and policy environment; and 

• Facilitating communication about privacy practices with individuals, business partners, 
assessors, and regulators. 

Deriving benefits from data while simultaneously managing risks to individuals’ privacy is not well-suited 
to one-size-fits-all solutions. Like building a house, where homeowners make layout and design choices 
while relying on a well-engineered foundation, privacy protection should allow for individual choices, as 
long as effective privacy risk mitigations are already engineered into products and services. The Privacy 
Framework—through a risk- and outcome-based approach—is flexible enough to address diverse 
privacy needs, enable more innovative and effective solutions that can lead to better outcomes for 
individuals and organizations, and stay current with technology trends, such as artificial intelligence and 
the Internet of Things. 

The Privacy Framework follows the structure of the Framework for Improving Critical Infrastructure 
Cybersecurity (Cybersecurity Framework) [1] to facilitate the use of both frameworks together. Like the 
Cybersecurity Framework, the Privacy Framework is composed of three parts: Core, Profiles, and 
Implementation Tiers. Each component reinforces privacy risk management through the connection 
between business and mission drivers, organizational roles and responsibilities, and privacy protection 
activities. 

• The Core enables a dialogue—from the executive level to the implementation/operations 
level—about important privacy protection activities and desired outcomes. 

• Profiles enable the prioritization of the outcomes and activities that best meet organizational 
privacy values, mission or business needs, and risks. 

                                                 
1  There is no objective standard for ethical decision-making; it is grounded in the norms, values, and legal 

expectations in a given society. 
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ii 
  

• Implementation Tiers support decision-making and communication about the sufficiency of 
organizational processes and resources to manage privacy risk. 

In summary, the Privacy Framework is intended to help organizations build better privacy foundations 
by bringing privacy risk into parity with their broader enterprise risk portfolio. 

Acknowledgements  
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stakeholders in the public and private sectors. In developing the Privacy Framework, NIST has relied 
upon three public workshops, a request for information (RFI), a request for comment (RFC), five 
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2  A complete development archive can be found at https://www.nist.gov/privacy-framework. 
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A Very CIPL SolutionA Very CIPL Solution
Perspectives on effective and accountable dataPerspectives on effective and accountable data

use, governance, data protection and privacyuse, governance, data protection and privacy

12/13/2019

Are Our Privacy Laws Asking Too Much of Consumers and Too Little of
Businesses?

In the last few weeks in the US, Democrats and Republicans from the Senate Commerce Committee have each released draft

comprehensive federal privacy legislation bills, and there is a considerable amount of overlap between them. In the Committee’s

recent hearing the two sides appeared closer than ever to a bipartisan compromise on a privacy bill. But despite this potential

breakthrough, it’s important that lawmakers take the necessary time to ensure they get this groundbreaking legislation right before

it becomes law.  

In our complex data-driven society, privacy laws will not be able to provide effective privacy protections if they continue to be

rooted in notice and choice. That model no longer scales to our near-constant interactions with data, and it has proven to be a failure

for a variety of reasons. Unfortunately, lawmakers appear to be doubling down on the outmoded individual control paradigm of

privacy that many experts have deemed ineffective. California’s Consumer Privacy Act (CCPA) features notice and choice as its main

protection, and most proposed privacy bills at the federal and state levels in recent months have done the same. But, with only one

comprehensive state privacy law on the books, and an unsettled federal privacy landscape, there still is time to direct the US privacy

approach towards one that will protect and empower individuals more effectively. An accountability-based model, which places the

burden on organizations, not individuals, to prevent privacy harms, delivers far stronger privacy protections.

Of course, the logic behind notice and consent appears sound enough: companies provide individuals information about how their

personal data will be used to empower them to make informed decisions, and individuals choose whether to consent to handing over

their data based on that information. It may have served us well for a while, but at this stage it is time to abandon this approach. In

fact, many privacy regulators and experts from civil society and academia have come to recognize that the notice and consent model

of privacy protection is no longer workable. For example, FTC Commissioner Rebecca Slaughter has repeatedly outlined the

limitations of notice and consent in her speeches and testimony. Similarly Professor Woodrow Hartzog noted in his testimony

before the Senate Commerce Committee in February that “notice and consent has failed.” Consent places an immense burden on

individuals to protect themselves and understand what is happening with their data, and they simply cannot make informed

decisions in each and every one of the countless daily online interactions involving their personal information. The sheer volume of

personal data collected, inferred, used and shared in the digital economy makes this impossible. 
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However, as noted above, the early efforts from the federal government and the states to craft new privacy laws have not been

promising in that respect. The CCPA, which passed last year and will go into effect in January, grounds its protections in its right to

opt-out of the sale of personal information, and requires consumers to inform themselves and act upon that information to protect

themselves. While it certainly provides Californians with some new privacy protections not provided by existing U.S. laws, it

ultimately asks too much of individuals while ignoring available tools that are better-suited for providing effective protections.

Similarly, several federal proposals such as Rep. DelBene’s Information Transparency and Personal Data Control Act and Rep.

Eshoo’s and Lofgren’s recently-introduced Online Privacy Act of 2019 rely on notice and consent as their primary method to protect

consumer privacy. Similarly, the two most recent bills by Senator Cantwell and Senator Wicker make notice and consent (both opt-in

and opt out) a prominent feature in the protections they provide.

Effective privacy protections cannot be based upon the premise that consumers know what they’re consenting to (or failing to

consent to) when all research shows that they aren’t actually reading privacy policies. And simply improving notice and consent

mechanisms (for example through shorter, easy to understand pop-up notices) is not the answer either. Such improvements, though

laudable, cannot address the consent fatigue caused by the onslaught of privacy notices and consent requests. In the context of

cookie notices, which have become more detailed and prominent since the introduction of the GDPR, we have seen that consumers

are likely to accept the terms just to get a pop-up off their screen, especially when they show up again and again. Consumers are

tired of these notices and just want the content they’re trying to access. Indeed, when the choice is between accepting the terms or

not gaining access to the service, is that choice even meaningful? 

This is not to say that there is no role for notice and choice in future privacy laws. But it must be limited to where it is truly

meaningful - perhaps in the context of sharing some types of highly sensitive data for a purpose unrelated to that for which it was

collected, such as a pharmacy selling customer information to a lifestyle brand. But for the vast majority of information uses, privacy

laws should include different and superior requirements that would actually result in empowering individuals and delivering more

effective protections for their data and privacy. 

Enhanced User-Centric Transparency - Ensuring that individuals have visibility into what data is being collected on them

and how it’s being used is essential for engendering trust in the digital economy and creating accountability. Appropriate

disclosures and information should absolutely remain a priority for both lawmakers drafting privacy laws and companies

using personal data. Organizations must be transparent not only about what information they collect and how they use and

share it, but also about the accountability mechanisms they employ to protect consumers from harm and, importantly, what

rights individuals have and they can obtain redress when harm occurs. Privacy policies must also provide suf�cient

information to regulators about organizations’ data practices so that they can be evaluated and enforced against. Thus,

transparency has an important role beyond just enabling consent.

Individual rights – Appropriate access, correction, deletion and portability rights empower individuals and give them control

over their personal data without undermining organizations ability to work with data. These rights have already been

enshrined in the GDPR and, to some extent, the CCPA, and should be adapted to the US context in any new legislation. In

addition, individual empowerment can be signi�cantly safeguarded through improved complaint-handling requirements and

redress rights for individuals who have experienced privacy harms. Combined with the other accountability-based

obligations described in this article that would shift the primary burden of protecting privacy on organizations, this

approach would reduce the constant pressure on individuals to make ex ante guesses about what choices will protect them

and replaces it with effective and ef�cient remedies if something does go wrong.

A Risk- and Harm-Based Approach - Privacy laws should require organizations to focus on preventing privacy harms to

individuals by identifying the potential risks of their data uses and removing or mitigating them through appropriate

mechanisms and tools such as anonymization, de-identi�cation, appropriate use limitations, effective redress mechanisms,

and employing privacy by design. This approach puts individuals at the center of an organization’s information management

practices and results in better protection for individuals, particularly in instances where consent is neither effective nor

feasible. Signi�cant modern privacy laws such as the EU GDPR and the Brazil LGPD already incorporate obligatory risk

assessments, including through requirements to conduct formal Data Protection Impact Assessments (DPIAs) in certain

contexts, also known more generally as Privacy Impact Assessments. 
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Legitimate Interest Processing – An example of data processing based on risk assessment is the so called legitimate interest

ground for processing, which authorizes data processing activities for which a risk assessment has demonstrated that the

bene�ts to the organization or a third party are not outweighed by the interests and risks of harm to individuals. This ground

for processing is one of the several co-equal grounds for processing both in the EU GDPR and the Brazilian LGPD (with

consent being another one). Including a legitimate interest ground for processing in a US law would provide a formal

mechanism for organizations to process data for bene�cial purposes as long as they have demonstrably mitigated any risks

to individuals. This mechanism requires organizations to consider, in advance, whether processing is likely to result in injury,

unfairness or discrimination to individuals, and thus ensures organizations are considering impacts to individuals in their

decision-making process. It would also enable responsible data uses where other grounds (like consent) are ineffective and

unavailable, such as in the case of previously unanticipated uses of data like in the context of big data analytics and AI and

machine learning. To ensure legal certainty and accountability, regulatory guidance could de�ne the risks and harms that

would have to be avoided, as well as establish appropriate methodologies for assessing and weighing the involved risks and

bene�ts. 

Fair Processing – Fair processing is a separate data protection principle in many privacy laws around the world. The US FTC

Act also includes a variant of this principle by prohibiting unfair business practices, including in the context of using personal

data. While “fairness” has been dif�cult to de�ne, spelling out parameters for fair processing presents another vehicle for

requiring organizations to focus on the impact of their data uses and to prevent harm, including discrimination. Thus, any

new privacy law should include appropriate fair processing requirements, potentially as further de�ned through regulatory

guidance.

Accountability – All major modern privacy laws (GDPR, Brazil’s LGDP, India’s draft privacy law, etc.) require companies to

have comprehensive privacy management and compliance programs. This is often referred to as “organizational

accountability.” In fact, this should be a core component of any modern privacy law as it will provide the structure and

processes required for compliance and delivering effective protections to individuals. Such accountability-based privacy

programs would include all of the above and other measures to address all key elements of accountability: leadership and

oversight; risk assessment; written policies and procedures; transparency; training and awareness; monitoring and

veri�cation; and response and enforcement (e.g. complaint handling). Indeed, through its privacy consent orders, the US FTC

has also embraced organizational accountability mediated through comprehensive privacy programs. See, for example, the

recent FTC consent orders against FB and Equifax, imposing strong accountability-based privacy compliance programs. Of

course, the speci�cs of these programs can and must be tailored and scaled to the size and nature of the organization and

the way in which it uses personal data. 

Some have noted that an accountability and risk-based privacy framework places too much faith in companies to do the right thing.

But with clear substantive rules set forth both in the law or through regulations and guidelines (de�ning, for example, the harms that

must be prevented), coupled with rigorous enforcement by the Federal Trade Commission, state attorneys general, and possibly

even consumers in some instances, companies will have to implement strong privacy practices.

The U.S. might be the only �rst world country without a comprehensive privacy law, but that means it can learn from and improve

upon the laws other countries have put into place.  Doubling down on what’s proven to be an ineffective notice and consent regime

won’t result in a privacy law that gives consumers the protections they need and will result in unnecessary impediments to effective

and bene�cial uses of personal data. To deliver strong privacy protections and enable innovation, we need a framework that

empowers consumers beyond consent through a range of accountability measures that place the burden of protecting individuals

against actual harms on the organizations that process personal data. 
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CIPL Accountability Q&A 
 

This document addresses some commonly asked questions about the concept of organizational 
accountability in data protection. 
 
1. What is “accountability”? 
2. What is “accountability” not? 
3. What must organizations do to be “accountable”? 
4. What are the core elements of accountability? 
5. What specifically do the core elements of accountability require of companies?  
6. How does the risk-based approach to privacy relate to accountability? 
7. Is accountability enforceable? 
8. Accountability is in the GDPR – is it a foreign concept to US law? 
9. Is accountability just another way of saying “comply with the law”? 
10. How can organizations implement and demonstrate accountability? 
11. Is accountability only feasible for large organizations with lots of resources? 
12. What formal accountability schemes are available to help companies be accountable? 
13. How does accountability benefit companies? 
14. How does accountability benefit individuals? 
15. How does accountability help privacy enforcement authorities? 
16. What benefits do formal accountability schemes, such as CBPRs, offer? 
17. Why should lawmakers and regulators provide companies with incentives to be accountable? 

 

1. What is “accountability”? 
 

 Accountability is globally recognized as a key building block for effective privacy and data 
protection regulation. It requires organizations to implement a comprehensive privacy program 
governing all aspects of collecting and using personal information and to be able to verify and 
demonstrate the existence and effectiveness of such programs internally (to Board and senior 
level management) and externally on request (to privacy enforcement authorities, individuals and 
business partners).  

 

 Accountability gives effect to legal requirements and data privacy laws. Having a comprehensive 
privacy program in place is the foundation for compliance with all applicable privacy obligations 
established by law, regulation or other standard. The specific core elements of accountability-
based privacy programs, such as risk assessment, ensure ongoing privacy compliance and that the 
program remains current when technologies and business practices change over time.  

 

 Accountability delivers “corporate digital responsibility” fit for the 21st century and modern 
data driven economies. It ensures effective protection for individuals and their data and enables 
digital trust and responsible use, sharing and flows of data. Moreover, accountability provides the 
tools for protecting personal information and places the responsibility of doing so on 
organizations that use such information, while also facilitating appropriate individual choice and 
control over such information. 
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2. What is “accountability” not? 
 

 Accountability is not self-regulation. Rather, it operationalizes and translates principles-based 
legal rules into concrete policies, procedures, controls and governance to deliver compliance. It 
sits on top of and is in addition to other legal requirements – it does not replace them. Because 
laws that include accountability may be principles-based (rather than being overly detailed), they 
enable the adaptation of such principles to specific industry sectors and differing levels of risk, 
either through additional guidance by a regulator or by companies themselves through risk 
assessments and other accountability tools, as appropriate.  

 

 Accountability is also not a “carte blanche” or free pass to use data in any way an organization 
wants. It requires organizations to be thoughtful about uses of data, to implement all applicable 
data protection requirements (including risk assessments and appropriate mitigations) and to be 
able to demonstrate that implementation. Accountability demands that organizations commit to 
acting responsibly in respect of both the use and protection of data. 

 

 Accountability is not a self-serving concept pushed by industry. Accountability provides 
significant benefits for privacy enforcement authorities, individuals and society.  

 

 Accountability is not an excuse for when things go wrong. It minimizes the risk of non-
compliance and prepares organizations to be responsive and responsible when data incidents do 
occur. Demonstrated accountability can serve as a mitigating factor in enforcement but it does 
not give organizations a get out of jail free card and is fully enforceable. 

 

3. What must organizations do to be “accountable”? 
 

Accountability requires organizations to: 
 

 Implement within the company a comprehensive privacy program covering all core elements of 
accountability that enables compliance with applicable laws, regulations or industry standards; 

 

 Verify the effectiveness and delivery of such a privacy program and ensure continuous 
improvement; and 

 

 Be able to demonstrate the existence and effectiveness of such a program internally (to Board 
and senior level management) and externally on request (to regulators, business partners and 
individuals). 
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4. What are the core elements of accountability? 
 

 The core elements of accountability are: leadership and oversight; risk assessment; policies and 
procedures; transparency; training and awareness; monitoring and verification; and response and 
enforcement.  

 

 A privacy law typically addresses each of these elements in some fashion. Ideally, the law will 
provide enough flexibility for a company to tailor each of these elements to their specific risks 
and requirements through their own risk assessment processes that are part of their 
accountability-based privacy programs. 

 

 Even in the absence of a law, organizations can create privacy programs that incorporate and 
address each of the core elements of accountability and implement such programs as a matter of 
corporate policy and practice. 

 

 
CIPL Accountability Wheel Demonstrating the Essential Elements of Accountability 
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5. What specifically do the core elements of accountability require of companies?  
 

Companies must take concrete steps to establish policies, procedures and controls that apply the 
above core elements of accountability to the collection, use, sharing and any other processing and 
protection of personal information. These include: 
 

 Establishing leadership and oversight for data protection and the responsible use of data, 
including governance, reporting, buy-in from all levels of management and appointing 
appropriate personnel to oversee the organization’s accountability program and report to 
management and the board. 

 Assessing and mitigating the risks that data collection and processing may raise to individuals, 
including weighing the risk of the information use against its benefits. Risk assessment also means 
conducting periodic reviews of the organization’s overall privacy program and information uses in 
light of changes in business models, law, technology and other factors and adapting the program 
to changing levels of risk. 

 Establishing internal written policies and procedures that operationalize legal requirements, 
create concrete processes and controls to be followed by the organization, and reflect applicable 
law, regulations, industry standards as well as the organization’s values and goals. 

 Providing transparency to all stakeholders internally and externally about the organization’s 
data privacy program, procedures and protections, the rights of individuals in relation to their 
data and the benefits and/or potential risks of data processing. This may also include 
communicating with relevant data privacy authorities, business partners and third parties about 
the organization’s privacy program. 

 Providing training for employees to ensure awareness of the internal privacy program, its 
objectives and requirements, and implementation of its requirements in line with the employees’ 
roles and job responsibilities. This ensures that data privacy is embedded in the culture of the 
organization so that it becomes a shared responsibility. 

 Monitoring and verifying the implementation and effectiveness of the program and internal 
compliance with the overall privacy program, policies, procedures and controls through regular 
internal or external audits and redress plans. 

 Implementing response and enforcement procedures to address inquiries, complaints, data 
protection breaches and internal non-compliance, and to enforce against acts of non-compliance. 
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6. How does the risk-based approach to privacy relate to accountability? 
 

 An effective privacy law must be risk based. That means that companies must be required to 
assess the risks of harm to individuals associated with their proposed information uses, weigh 
them against the desired benefits of the uses and devise appropriate measures to reduce or 
eliminate such risks as much as possible. Understanding the risks of their specific information 
uses allows companies to create more effective protections against the actual risks at hand.  

 

 The risk-based approach also enables companies to prioritize and calibrate their compliance and 
accountability measures specifically to their context as opposed to engaging in one-size-fits-all 
and potentially wasteful and unnecessary compliance activities. This approach increases privacy 
protections for individuals and maximizes the productivity of available compliance dollars in 
companies in areas where the risk is higher.  

 

 Risk assessment and the risk-based approach to privacy compliance is a core element of 
accountability. Organizations must build, implement and calibrate their privacy program based on 
risk to individuals, as well as the risk to organizations from non-compliance. As such, 
accountability and the risk-based approach to privacy go hand in hand. 

 

7. Is accountability enforceable? 
 

 Yes. Accountability is enforceable. Where a law requires accountability, the absence of a 
verifiable and demonstrated privacy program or any demonstrable policies and procedures for 
complying with the legal requirements in that law would be an enforceable violation in and of 
itself, even if no other violation occurred. Thus, accountability requires that organizations have a 
comprehensive internal compliance program that they can demonstrate on request.  

 

 Even in the absence of formal requirements to have privacy programs, most privacy enforcement 
authorities now expect responsible companies that handle personal data to have comprehensive 
internal programs governing their information uses in place. In an investigation or enforcement 
context, such authorities will look to whether the company has implemented such a program.  

 

 Many privacy frameworks and data protection laws have incorporated accountability as a matter 
of basic obligation or best practice and provide the means to enforce the requirement. Further, 
the U.S. Federal Trade Commission in its enforceable consent decrees requires, when relevant, 
that companies implement the full range of accountability measures through privacy programs 
and mandated periodic audits to verify compliance.  
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8. Accountability is in the GDPR – is it a foreign concept to US law? 
 

 No. Accountability is one of the “Fair Information Practices Principles”, which is guidance for data 
governance developed in the United States in the 1970s that has formed the basis for law, 
regulation and international agreements governing privacy, data protection and data flows, 
including the OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal 
Data and the APEC Privacy Framework. Since the early 2000’s policymakers, data privacy 
enforcement authorities, experts, companies and advocates have engaged in an effort – led by 
policymakers and experts in the United States – to further define and describe how accountability 
can be relied on to protect data in a way that takes into account the realities of 21st century data 
technologies, business models, collection and use.  

 

 As noted above, in the U.S., the FTC has traditionally spelled out many of accountability’s key 
features through its consent decrees. Practically every consent decree resulting from an FTC 
privacy case has included a requirement to establish and implement a written privacy and 
security program, with many of these incorporating the essential elements of organizational 
accountability. 1 

 

 Moreover, the elements of accountability have been relied on in other areas of U.S. corporate law 
and compliance, including anti-corruption, white-collar crime and corporate fraud, anti-money 
laundering, healthcare, export control and competition law. U.S. organizations, regulators and 
courts have used these elements to determine whether an organization has maintained an 
effective and comprehensive compliance program in any given regulatory area.2 

 

 Finally, accountability is also a core component of the APEC Cross-border Privacy Rules (CBPR) 
system, which was developed through an international process in which the United States was a 
key player. 

 

9. Is accountability just another way of saying “comply with the law”? 
 

No. Accountability is a framework that enables organizations to implement governance, policies, 
procedures and controls that enable legal compliance, give effect to high-level legal principles and 
requirements and protect data and individuals. In addition, while accountability’s first goal is to 
deliver compliance, it also drives privacy practices beyond legal compliance to incorporate additional 
protections that are based on a company’s additional policies and ethical considerations. Thus, it 
accomplishes two principal objectives: 
 

 It requires companies to implement a comprehensive and demonstrable program that enables 
them to comply with the full range of applicable privacy requirements, consistent with the size of 
their business and nature of information uses.  

 

 It promotes a general culture of privacy that may go above and beyond what is required by law 
and incorporate additional considerations of best practice, consumer interest, fairness and 
business ethics where appropriate. 
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10. How can organizations implement and demonstrate accountability?  
 

 Accountability can be implemented within organizations through a variety of mechanisms. 
Organizations can implement their own custom-made internal policies and programs tailored to 
their company’s size, structure and data processing activities. In addition, organizations may also 
participate in formal accountability schemes involving some form of third party review and 
approval, which help to demonstrate accountability, such as Binding Corporate Rules (BCRs), 
APEC Cross-border Privacy Rules (CBPRs), APEC Privacy Recognition for Processors (PRPs), ISO 
standards or other privacy certifications that set forth specific requirements.  

 

 Such formal accountability schemes can help companies of all sizes (including micro-enterprises 
and SMEs) meet relevant legal and accountability requirements without developing their own 
custom-made program. They also enable organizations to readily demonstrate accountability and 
their program to regulators, business partners, clients and individuals. 

 

 Organizations can also take advantage of officially recognized enforceable codes of conduct that 
may be developed by trade associations or professional organizations in the future. 

 

11. Is accountability only feasible for large organizations with lots of resources? 
 

 No. Accountability is a scalable concept that can be implemented by organizations of all sizes. The 
risk-based approach, which is a key component of accountability, means that organizations must 
build their program to address the relevant risks they face. Smaller companies handling smaller 
amounts of personal data will not need to build a program to the degree that a large 
multinational company would. 

 

12. What formal accountability schemes are available to help companies be accountable? 
 

Companies seeking a formal accountability scheme instead of, or in addition to, a custom-made 
internal program have a range of options. These include: 
 

 Binding Corporate Rules (BCRs) 

 APEC Cross-border Privacy Rules (CBPRs) 

 APEC Privacy Recognition for Processors (PRPs) 

 The U.S. Privacy Shield 

 ISO Standards 

 Third party certification programs 

 Recognized codes of conduct 
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13. How does accountability benefit companies? 
 

Accountability benefits companies by: 
 

 Requiring them to establish comprehensive internal privacy programs designed to achieve 
compliance with all relevant legal requirements, other external standards and/or company-
specific privacy goals; 

 

 Helping them to demonstrate legal compliance to privacy enforcement authorities and business 
partners; 

 

 Acting as a mitigating factor in enforcement actions or in the setting of fines by demonstrating 
good faith efforts to comply with the law and to deal with data responsibly; 

 

 Promoting more effective privacy protections by requiring organizations to set program priorities 
based on risk and to define and implement mitigation measures based on risk; 

 

 Fostering a culture of internal privacy compliance within the company and constructive 
engagement with privacy enforcement authorities;  

 

 Generating trust with the public and with privacy enforcement authorities that the organization is 
processing personal data responsibly, thereby enhancing brand and reputation; 

 

 Enabling organizations to better harmonize their privacy policies and practices with the 
requirements of the various jurisdictions in which they do business; 

 

 Enabling organizations to engage in broader beneficial uses of personal data, including research 
for the public social good and AI and machine learning, by minimizing the risks of new data uses 
and requiring companies to demonstrate responsible data use to data privacy enforcement 
authorities; 

 

 Providing legal certainty with regard to cross-border data protection when implemented through 
recognized accountability frameworks, such as the CBPR; 

 

 Serving as a due diligence tool for data controllers (companies that control the collection and use 
of personal information) by identifying qualified and accountable data processors, service 
providers or vendors that are certified under formal accountability schemes, such as the CBPR 
and PRP; and 

 

 Improving the overall level of privacy behaviors of organizations which creates a network of 
companies with mature and responsible privacy practices across the data marketplace and 
ecosystem. 
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14. How does accountability benefit individuals? 
 

Accountability delivers real and effective protections for individuals and their data. Specifically, 
accountability: 
 

 Assures individuals that companies are complying with the law and enhances their trust in 
organizations’ use of their data; 

 

 Shifts the burden of protecting individuals more explicitly to organizations and away from 
individuals; 

 

 Addresses “consent fatigue” caused by excessive reliance on “individual control” and “consent” 
requests by providing for alternative mechanisms (e.g. risk assessments; transparency; redress) 
that more effectively protect individuals in many contexts. 

 

 Ensures that individuals’ data is protected even when it is transferred across borders; 
 

 Helps individuals decide whether to give their personal information to organizations by making 
accountability a benchmark for that decision; and 

 

 Makes enforcement of privacy laws more effective both within the U.S. and across borders. 

 

15. How does accountability help privacy enforcement authorities? 
 

Accountability provides benefits to privacy enforcement authorities by: 
 

 Reducing the oversight, complaint-handling and enforcement burdens of privacy enforcement 
authorities through the overall enhanced privacy practices of companies and by involving 
approved third parties to carry out some of the oversight and complaint-handling tasks in the 
context of formal accountability schemes, such as the CBPR or other privacy certifications or 
codes of conduct;  

 

 Allowing privacy enforcement authorities to be selective and strategic in their enforcement 
decisions in light of their limited resources; 

 

 Enabling them to engage in a positive and constructive way with accountable companies; 
 

 Streamlining investigations and enforcement by requiring companies to document their internal 
privacy programs and decision-making and to be able to demonstrate these to privacy 
enforcement authorities on request; 

 

 Creating a more uniform data protection environment that streamlines investigations and 
enforcement actions, including across borders; and 

 

 Encouraging a data protection race to the top rather than to the bottom. 
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16. What benefits do formal accountability schemes, such as CBPRs, offer?  
 

 Independent from the benefit they may have as cross-border transfer mechanisms in some 
jurisdictions, formal accountability schemes, such as Binding Corporate Rules (BCRs), APEC CBPRs, 
APEC PRPs, codes of conduct or certifications and ISO standards can benefit companies that may 
not have the resources or expertise to independently devise fully-fledged internal privacy 
programs without the assistance of a third party. By meeting the requirements of these 
mechanisms, companies establish within their organizations the conditions necessary to be 
accountable and set themselves up to successfully comply with applicable privacy laws or 
standards. 

 

 As these schemes are formally recognized by data privacy enforcement authorities or laws, these 
mechanisms offer companies the legal certainty necessary to process personal information 
lawfully and with confidence.  

 

 In addition, these formal accountability mechanisms foster trust with data privacy enforcement 
authorities and individuals. 

 

17. Why should lawmakers and regulators provide companies with incentives to be accountable? 
 

 Accountability provides many concrete benefits to all stakeholders – companies, privacy 
enforcement authorities and individuals. Many of the benefits to companies (e.g. enabling data 
driven innovation, providing a reputational advantage and generating trust), as well as the risk of 
enforcement, will motivate companies to properly implement accountability throughout their 
organization. However, given its critical importance to the digital economy, lawmakers and 
privacy enforcement authorities should provide specific additional incentives that encourage 
companies to adopt accountability measures and reward those that invest in privacy and 
accountability.  

 

 Such incentives could include recognizing demonstrated accountability or participation in formal 
accountability schemes (e.g. CBPR and other privacy certifications) as mitigating factors in 
enforcement contexts or in the setting of fines, or recognizing participation in such accountability 
schemes as evidence of due diligence when selecting third party processors or vendors to whom 
it is safe to transfer personal information.  

 

 Providing incentives for companies to be accountable will speed its adoption and promote the 
benefits of accountability that accrue to companies, individuals and data privacy enforcement 
authorities as well as generally raise the level of compliance and accountability across the digital 
economy. 
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If you would like to discuss this Q&A in more detail or require additional information, please contact 
Bojana Bellamy, bbellamy@huntonAK.com; Markus Heyder, mheyder@huntonAK.com; Nathalie 
Laneret, nlaneret@huntonAK.com; Sam Grogan, sgrogan@huntonAK.com; Matthew Starr, 
mstarr@huntonAK.com or Giovanna Carloni, gcarloni@huntonAK.com. 
 
Additionally, for more detailed information on accountability, please see CIPL’s white papers on “The 
Case for Accountability: How it Enables Effective Data Protection and Trust in the Digital Society”3 and 
“Incentivising Accountability: How Data Protection Authorities and Law Makers Can Encourage 
Accountability”.4 
 
CIPL is a global data privacy and cybersecurity think tank in the law firm of Hunton Andrews Kurth and is 
financially supported by the law firm and 77 member companies that are leaders in key sectors of the 
global economy. CIPL’s mission is to engage in thought leadership and develop best practices that 
ensure both effective privacy protections and the responsible use of personal information in the modern 
information age. CIPL’s work facilitates constructive engagement between business leaders, privacy and 
security professionals, regulators and policymakers around the world. For more information, please see 
CIPL’s website at http://www.informationpolicycentre.com/. 
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The HHS Office for Civil  Rights (OCR) issued an Important Notice Regarding
Individuals’ Right of Access to Health Records through its email l ist serve on January
29, 2020.  In the Notice, OCR addressed the recent memorandum Opinion issued
in Ciox Health v. Azar, et al, No. 18-cv-00040 (D.D.C. January 23, 2020).

In that case, Ciox Health, LLC, a specialized medical records provider, had
challenged certain provisions of the 2013 Omnibus Rule, including provisions
pertaining to what can be charged for delivering records containing protected health
information (PHI). One issue was whether the l imitations on fees for these services
applied only to requests for PHI that are made by the patient, for use by the patient
(the Patient Rate) or whether the l imitations also applied to PHI to be delivered to
third parties.

An OCR guidance document published in 2016 (the 2016 Guidance) stated the
Patient Rate would apply to patient requests, even where the requests directed the
delivery of PHI to third parties. The 2016 Guidance noted that the Patient Rate
would not apply to requests being made by a third party pursuant to a HIPAA
authorization signed by the patient, but cautioned against circumventing the fee
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l imit by treating individual requests for access l ike other HIPAA disclosures, such as
by having an individual fi l l  out a HIPAA authorization when the individual requests
access to PHI, including directing a copy to a third party.  The 2016 Guidance also
described the types of labor costs recoverable, and identified methods for
calculating the Patient Rate.  The case additionally challenged a regulation in the
2013 Omnibus Rule that required PHI sent to the third parties be provided in the
form and format requested by the patient, if readily producible in that form and
format.

The Court ruled in favor of OCR on one of the issues — holding that identifying the
methods for calculating the Patient Rate was not a reviewable final agency action.

The Court vacated — and declared unlawful the “Patient Rate expansion” in the 2016
Guidance and the Omnibus Rule’s “mandate broadening PHI delivery to third parties
regardless of format.” The Court held:

(1) HHS’s 2013 rule compell ing delivery of PHI to third parties regardless of the
records’ format is arbitrary and capricious insofar as it goes beyond the statutory
requirements set by Congress; (2) HHS’s broadening of the Patient Rate in 2016 is a
legislative rule that the agency failed to subject to notice and comment in violation
of the APA; and finally, (3) HHS’s 2016 explanation concerning what labor costs can
be recovered under the Patient Rate is an interpretative rule that HHS was not
required to subject to notice and comment.

The Court cited to the HITECH Act, noting that it is si lent on the allowable fees for
PHI when an individual requests or directs the information be provided to a third
party and, instead, restricts the fee to labor costs for “providing such individual” a
copy of the information.

As OCR explained in its recent Notice, as a result of the Court’s ruling, “the fee
limitation set forth at 45 C.F.R. § 164.524(c)(4) wil l  apply only to an individual’s
request for access to their own records, and does not apply to an individual’s
request to transmit records to a third party.” OCR cautioned, however, that the right
of individuals to access their own records and the fee l imitations that apply in that
context “are undisturbed and remain in effect” and that OCR wil l  “continue to
enforce the right of access provisions in 45 C.F.R. § 164.524 that are not restricted
by the court order.”
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