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Agenda 
¾ COVID-19 Cyber Threats Update

¾ Cyber Attack Methodology

¾ Cyber and Privacy Policy Issues 
+ Resources
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Ventilators and Life Support Devices

Phishing Emails  

Telehealth and Telework 
vulnerabilities

Cloud  Vulnerabilities 

Malicious Sites 

Online Fraudulent PPE Schemes 

Supple Chain Risk  

Theft of research on treatments and vaccine 

Corona Virus and Cyber Viruses:
Cyber Criminals Exploiting a 
Crisis 
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“A ransomware attack on a hospital is a not just an economic crime,  
it¶s a threat to life crime…and it  should be prioritized, pursued and 
prosecuted as such ´ 
John Riggi, AHA Senior for Cybersecurity and Risk   
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https://www.us-cert.gov/ncas/alerts/aa20-133a
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Comments and Questions? 
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Data Rich Environment = Target Rich Environment 
Targeted Data

Defense, 
National 
Security, 
Critical 

Infrastructure

Nation states, criminals, insiders and hacktivists are aggressively targeting 
healthcare providers to steal their valuable data. “One stop hacking!” 

Hacktivist

Insiders

Nation State Spies

Terrorists

Foreign Criminal 
Organization

Nation State Military

15



© 2 0 2 0  A m e r i c a n  H o s p i t a l  A s s o c i a t i o n

Anatomy of a Ransomware Attack 

INITIAL 
COMPROMISE

RECON EXFILTRATE
DATA

ESTABLISH 
FOOTHOLD

ESCALATE 
PRIVILEGES

MAINTAIN 
PRESENCE
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Comments and Questions? 
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Detection and Risk Controls: EG - 3C

• EDUCATE - Create awareness and support among leadership, researchers and staff in an audience 
sensitive manner, of the foreign influence threats to medical research and innovation. Discuss real world 
implications. 

• GOVERNANCE  - Identify a function and senior accountable executive who will have overall responsibility 
and sufficient independence, authority and status to coordinate and lead the process across multiple 
functions.

• CATALOGUE - All research and intellectual property
• Where are the multiple locations it is stored, who has access, internally and remotely ? 

• Risk CLASSIFY and STRATIFY research data in terms of impact to:
• Public Health and Safety 
• Dual Use – Military Application, weaponization
• National Security 
• Economic Security 
• Business Risk – What is the value? Strategic implications, economic value, loss of innovation, reputation.

• Outside expertise and government assistance (FBI, DHS, HHS, NIH and Commerce) - Ongoing Process
• CONTROL – Based upon risk classification and stratification. Combination of personnel, legal, 

physical and information security controls.
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Risk Prioritization and Impact

Do we prioritize all strategic threats, cybersecurity policies, 
procedures, controls and technical risks by impact to:   

1. Care delivery and PATIENT SAFETY - first and 
always

2. Mission critical operations 
3. Confidence of patients, staff, community and investors
4. Protection and privacy of data  - including health 

records, personally identifiable information, financial 
and payment data and intellectual property*

5. Revenue  
6. Legal and regulatory exposure 
7. Mergers and acquisitions 
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REPUTATION
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Non-public facing technologies, such as FaceTime or 
Skype allowed. 

Good faith provision of telehealth during the COVID-
19 nationwide public health emergency

Notify patients that these third-party applications 
potentially introduce privacy risks, and providers 
should enable all available encryption and privacy 
modes

Public facing apps such as Facebook Live, Twitch, 
TikTok, and similar are prohibited 
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https://healthsectorcouncil.org/health-
industry-publishes-health-industry-
cybersecurity-tactical-crisis-response-
guide-hic-tcr/
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Questions? 


